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Orion Team

Orion is an integral department in Cynet's research team that works around the clock to track thre
intelligence resources, analyze payloads, and automate labs to ensure that our customers are protec
against the newest ransomware variants. In these monthly reports, Orion reviews the latest tren
indentified inBleeping Computer~ the most up-to-date website that summarizes the newest ransomware
variants — and shares how Cynet detects against these threats.

The Week in Ransomware - May 20th 2022 - Another one bites the
dust

Ransomware attacks continue to slow down, likely due to the invasion of Ukraine, instability in the
region, and subsequent worldwide sanctions against Russia

LAWRENCE ABRAMS MAY 20, 2022 08:08 PM Mo
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The Week in Ransomware - May 13th 2022 - A National Emergency

While ransomware attacks have slowed during Russia's invasion of Ukraine and the subsequent
=
‘:g" sanctions, the malware threat continues to affect organizations worldwide.
—
X

LAWRENCE ABRAMS MAY 13, 2022 04:58 PM Mo

The Week in Ransomware - May 6th 2022 - An evolving landscape

Ransomware operations continue to evolve, with new groups appearing and others guietly shutting
down their operations or rebranding as new groups,

LAWRENCE ABRAMS MAY 06; 2022 06:27 PM Mo
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Orion Team

Observed since: Late 2021

Ransomware encryption method: RSA + AES.

Ransomware extension: .[4 random characters]

Ransomware note: read_it.txt

Sample hash: d6799d0d74814958¢c4821509b0c4c83482f91d927d2d4ab8b53ce98146a0cacc

Malicious Binary .
dis? 149, .

WnTOER])

rileskio piMay Hansomwareidda

B3482F31C

OF16AAACTIGFBES

Odaku ransomware is supposed to rename the encrypted files with .[4 random chars] in the extension but
encryption was observed.

Once a computer’s files have been supposd
to be encrypted and renamed, it drops a not
as read_it.txt:

read it.bct

Upon execution, it immediately copies itself to the folder “C:\Users\user\AppData\Roaming” with the nan
of “svchost.exe”, the icon of Netflix, and popup the ransomware note, the ransomware note contains only
attacker crypto-currency wallet and the telegram name (demands 25$ in bitcoins):

This PC Local Disk (C:) Users » user » AppData Roaming

Mame Date modified

B Adobe AM File folder
l dnspy ; Al File folder
. Everything U File folder
l JetBrains 2 A File folder
l Microsoft 1 £13 /3 18 AM File folder
l Motepad++ 8/ \f File folder
l npm 8/7/2021 9:16 AN File folder

l npm-cache 7 i P! File folder
. MuGet 126 AM File folder
l Process Hacker 2 a/ .45 AN File folder

File folder
€ams 8/12/2021 5 File foider
Visual Studio Setup &/ 321 7:51 AM File folder
l WinRAR 0/26/2021 2:43 A File folder
. read_it.bxt 6/14/2022 5:34 AM Text Document
svchost.exe 6/14/2022 4:37 AM Application

| read_it.txt - Notepad

File Edit Format View Help

hi my name is odaku
send me here 25% btc

wallet:
bclgr2vvldtzagpwbf2utkS58cl8xwippm3mc fwuBzr

send me screenshot here

telegram : @odaku

Then I will send you the key .
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Orion Team

Observed since: May 2022

Ransomware encryption method: RSA + AES.

Ransomware extension: .kekpop

Ransomware note:not exist

Sample hash: 3560efal8b48f0e707f190c7f244be2a5080829d6710e8aee4c7e8767314b808

Malicicus Binary 7 T . __ “ 0 T R E B
pop e

W TERDT Aare-Remedistian;

e ]
i,{-‘ a . & | ast ALta-Rampdiation Action
il :
: * g ¢
- wain 1 0epd1 \sam
ekt

stigate according Lo arganization pokicy

slsersiuserapplataiLocalTemph XPONRTMPkekpop.hat
8124BFDDBFO0E001 88458 FrRG2ESCEEEABD4 252501 ADCF20020F043CSTADDS

File Alert

Taclics: mpacl
Techniques:

COaBE6F /430481 05

Kekpop ransomware renames the encrypté
files with .kekpop in the extension:

1 261535hell_tr
anscript.RESE
ARCHWIN1D.
s 2+XfDY.202
19069.kekpop

Once a computer’s files have been encrypted and renamed, it attempts to drop the ransomware note tha
supposed to be ReadMe.html but since it’s using Pastebin to download the note, Pastebin blocked the acco
and it cannot be downloaded, which means, no encryption key or how to contact the attacker:

Upon execution, it immediately encrypts the endpoint using batch scripts:

Processes Services Network Disk

MName PID CPU |/Ototal.. Privateb..
v |":,, 3560efa18b48f0e707f190... 8744 1.78 MB
v B3 cmd.exe 7512 9.7 MB
X conhost.exe 5144 2.35MB

v B8 cmd.exe 6224 2.38 MB
¥ conhost.exe 1464 232 MB

v BM cmd.exe 6236 2.07 MB
EX conhost.exe 1040 2.56 MB

v BN cmd.exe 8368 2.06 MB
BX conhost.exe 1612 2.54 MB

v EX cmd.exe 2876 2.07MB
BM conhost.exe 8504 2.61 MB

v BN cmd.exe 8608 2.07 MB
E¥ conhost.exe 7272 2.6 MB

v BEM cmd.exe 8000 2.07 MB
EX conhost.exe 5944 2.6 MB

v B cmd.exe 6344 2.08 MB
B conhost.exe 4620 259 MB

v @ cmd.exe 2700 207 MB
¥ conhost.exe 3852 2.59 MB

v B8 cmd.exe 3012 2.07 MB
conhost.exe 7188 2.59 MB

v BN cmd.exe 7432 2.07MB
conhost.exe 4588 2.57 MB

v B cmd.exe 1632 2.07 MB
B¥ conhost.exe 1852 2.61 MB

v B cmd.exe 5860 2.06 MB
conhost.exe 2004 2.61 MB

v BE¥ cmd.exe 1316 2.08 MB
conhost.exe 7316 2.59 MB

v B8 cmd.exe 6776 2.07 MB
X conhost.exe 8292 2.63 MB

v B8 cmd.exe 2464 2.07 MB
EM conhost.exe 9104 2.6 MB

v BN cmd.exe 6632 2.06 MB
X conhost.exe 8920 2.55 MB

PU Usaqge: 3.58% Physical memonry: 3.61 GB (30.05%) Processes: 173

. 15156thing-1.4.1.1009.x64860.kekpop28778.kekpop
B 15156PNSetup.exe4860.kekpop28778.kekpop
B 15156me Text Build 328778.kekpop

B 15156.8.1.28778.kekpop

B s 56-net-winb4860.kekpop28778.kekpop
B 15156r-x64860.kekpop28778.kekpop

. 15156yFiles.cfg4860.kekpop28778.kekpop
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Orion Team

Observed since: May 2022

Ransomware encryption method: AES + RSA.

Ransomware extension: .japan

Ransomware note: how to decrypt.txt

Sample hash: 4089e7b0a0469bd5877c830f962f8243dc1311349271e45e9b15cd6d97e0a2ea

Mallckous Binary

Investigate according to organization polcy

ChllserswsenDeskiopiMay Ransomware\May Ransomwang!| d

Malicious Binary

ACTAT 13492 TE

Thilaldaghdsa T T cRANME 3113493 71 e45e2h 1 Scd =

lon policy

Japan ransomware renames the
encrypted files with .japan in the
extension:

. __Init__.py.japan

. absoft.py.japan

B compaq.py.japan

. environment.py.japan

™ fujitsu.py.japan

Once a computer’'s files have been
encrypted and renamed, it drops a note
named how to decrypt.txt:

how to
decrypt.txt

Once executed the dropped file it copies the file to the folder “C:\Users\user\AppData\Roaming“ and chang
the name to “svchost.exe” and it immediately encrypts the endpoint and drops the ransomware note. T
ransomware note is written in Vietnamese:

A o bo decrypt ket - Motepad - m]

| File zat Fomazt Miew  Hela

fin chant!

|Lhdng tol 73 phat hign ra 10 hing bao mdt tal may chi cha ban.

VA kh@ng. THt cd dir 118u cla bsn 08 fugc chdng T8 nd hda thanh cong 04 béo mat ching.

|Hiy vén tém, dF 1180 cda han vin o thé ma lai dugc nhiv mBt md khda private key vA phlin mém nd khia,

|Ban cd £ ngay &4 od thé oo khda lai d4if 1itu cida minh. Sau 4 ngiy, mid khda private key s& hdt han vd han s§ khimg thd mo khda duge chidng. Wi wiy hiy
\mhianh chdng thee hign.

|Ching tel chap nhan thanh todn gua bitcole wol 2008 USD. Ssu khi nh@n Jupc bign lal ahdn 8TC U i, ching Lol 58 gl prlvate v phdn n@n md khda dén
|Ban.

|€&c han of thé Tién héd wii ching t4i qua the dign tir: anerymous. pdi@protonmail. con

8TC Addeess: 3448L0i0GMbghS8yInuTBRIZYVAVGERFJELL

|Ampount: B85 BTC

Ching tad s& chi d&m pdo o 148 dwpc gldl md kE i 4 nghy vA sau 08, 52 khdng The,

‘:'Ia_n khing dugc tit miy tinh, hodc miy tinh khoi ding lai, cdp nhit, hodc ding cdc phiin mém antivirus. HEw s dung s8 1am mdt khda df 1ige va khang thé
|khoi ghuc dugc nifa.

A er translating, the ransom note contains the attacker's BTC address and “guarantees” only for 4 days for
decryption (demand 2000$ in bitcoin):

Hin

We have discovered a security hole at your server,

And not. All your data has been successfully encrypted by us to keep
them secure.

Rest assured, your data can still be reopened thanks to a private key
and unlocking software.

You have 4 days to be able to unlock your data again. After 4 days, the
private keys will expire and you will not be able to unlock them. So do
it quickly.

We accept payment via bitcoin for 2000 USD, After receiving the
receipt of BTC receipt from the wallet, we will send the private and
unlock software to you.

You can contact us by email: anonymous.pdi@protonmail.com
BTC Address: 344BLDiUgMbgh58yZnuTBR3ZYnVGnjjEt1
Amount: 0.05 BTC

We will enly guarantee decrypted data from 4 days and beyond. Will
not be.

You must not shut down your computer, or restart it, update it, or use
antivirus software. If used, the data key will be lost and cannot be
recovered.

In the end, it also changes the background:
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Observed since: May 2022

Ransomware encryption method: AES + RSA

Ransomware extension: . 34r7hGr455

Ransomware note: Read ME (Decryptor).txt

Sample hash: 248cdaf6abdf84a90acbalalae86a47644568f46aa893bc747c9cddfaf2613bb

File Alert e i

Autg-Armediation:

Ransomwane

TCOCDDFRAFZATIBB

EarthGrass ransomware renames th . 35.jpg.34r7ThGrd55
encrypted files with .34r7hGr455iges
ﬂ} 36.doc

the extension:
B 36.doc.34r7hGr455
*3 3/.docx
B 37.docc.34r7ThGrd55
E‘} 38.xls

B 32.xI5.34r7hGrds55

Once a computer's files have been
encrypted and renamed, it drops a note
as Read ME (Decryptor).txt:

Read ME
(Decryptor).t
xt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware nc
contains instructions and the attacker’s contact info:

¥ Read ME {Deryptor det - Metepad -

File Edd Format View Help

WORLD GRASS

YOUR FILES ARE ENCRYPTED
WEarthGress

411 your Files have been encrypted due to a securlty problem with your PC.
If you want to restore them do this work,

1. Senrd 108% BTC On this Address -
Bitcodn Address = bolg@dewlabedlySkddrk Foghdnigabud Inbrdukal

2. After Sending The Funds Write us to the e-mail :-
Email Address = sarthgrassi@protormail.com
{With The Transection Screenshot And Transection Details And Your Computer Details.)

Atkention

* Do not rename encrypted files.

* Do mot Try To decrypt your data wsing third party software, It may cause permanent dats loss.

* Decryption of your files of the help of third parties may cause imcreased GPICE{'I:"-&}' afd thelr fee to ocur) orF you can become a victim of a scam.
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Observed since: May 2022

Ransomware encryption method: AES + RSA

Ransomware extension: .cryptbit

Ransomware note: CryptBIT-restore-files.txt

Sample hash: edf4a4444890ea957099f94822c9fab5b859ade205ea5a5d187cle6f0b8a6eh6d

CryptBIT ransomware| —, T ) i
renames the encrypted| || Administrative Tools.Ink.cryptbit

files with .cryptbit in the | | anonymous-cli-metricsjson.cryptbit
extension: __| Binary Ninja.Ink.cryptbit
| Bluetooth File Transfer.LNK.cryptbit
| Command Prompt.Ink.cryptbit

|| computer.Ink.cryptbit

Once a computer's files have bee
encrypted and renamed, it drops a note &
CryptBIT-restore-files.txt:

CryptBIT-rest
ore-files.txt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware nc
contains instructions and the attacker’s bitcoin wallet address:

Hello!

All your files are encrypted and stolen by us.

All files are on our server,

To recover the files, transfer the value of EUR 48@ in bitcoins to the address indicated below
Add information about your e-mail. The decryptor will be sent to it.

We guarantee that after paying the ransom, you will receive a decryption program for your files
We suggest that you do not use any decryption software other than those provided by us

as this may permanently destroy your files :p

Bitcoin wallet: bclqxs@lB86yad998ny/wgjznpzdgqklawzkczfqyabi

Have a nice day
CryptBIT ransomwere group

When the encryption ends, the ransomware also changes the wallpaper:

Crypt

All your-files are stolen and encrypted
for'more information see

that is located ¥ 8very encrypted folder.
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Thank you!



