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Orion Team

Orion is an integral department in Cynet's research team that works around the clock to track threat
intelligence resources, analyze payloads, and automate labs to ensure that our customers are protected
against the newest ransomware variants. In these monthly reports, Orion reviews the latest trends
indentified in Bleeping Computer - the most up-to-date website that summarizes the newest ransomware
variants — and shares how Cynet detects against these threats.

The Week in Ransomware - May 20th 2022 - Another one bites the
dust

Ransomware attacks continue to slow down, likely due to the invasion of Ukraine, instability in the
region, and subsequent worldwide sanctions against Russia.

LAWRENCE ABRAMS MAY 20, 2022 08:08 PM o

The Week in Ransomware - May 13th 2022 - A National Emergency

2 While ransomware attacks have slowed during Russia's invasion of Ukraine and the subsequent
\.* sanctions, the malware threat continues to affect organizations worldwide.
-
+-

LAWRENCE ABRAMS MAY 13, 2022 04:58PM I 0

The Week in Ransomware - May 6th 2022 - An evolving landscape

Ransomware operations continue to evolve, with new groups appearing and others quietly shutting
down their operations or rebranding as new groups.

LAWRENCE ABRAMS MAY 06, 2022 06:27PM I 0
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Orion Team

Observed since: Late 2021

Ransomware encryption method: RSA + AES.
Ransomware extension: .[4 random characters]
Ransomware note: read_it.txt

Sample hash: d6799d0d74814958c4821509b0c4c83482f91d927d2d4ab8b53ce98146a0cacc

Malicious Binary ALIC - R ] : Incident View e 0 B
d6799d0d748149... I FT704
Auto-Remediation: 2.t

o-Remediation Action

n10ep01isam

o Detection Engine: Cynet AV

o Infected file: C erswuser\Desktop\May Ransomware\Ma
Ransomware\Odaku\d6799d0d74814958c4821509b0c4 82f91d927d2d4ab8b53ce98
146alcacc

o Malware Type: trojan

o Malware ID: TR/ATRAPS.Gen

O AVE VETSION: wrerens o s e

Investigate according to organization policy

File Alert ICIC L 5 Incident View

Auto-Remediation: aut

Last Auto-Remediation Action

win10ep01y

o Detection Time Loca 2-06-14 05:34:00
o Alert Origin: DRIVER
ity - Masquerading Invalid Critical System File Path
or may indicate that an attempt was made to match
on of legitimate files when naming acing their
servation. This may be done

Tactics: Defense Evasion
Techniques:

Ausers\user\appdata\roaming\svchost.exe

Odaku ransomware is supposed to rename the encrypted files with .[4 random chars] in the extension but no
encryption was observed.

Once a computer’s files have been supposed
to be encrypted and renamed, it drops a note
as read_it.txt:

read_it.txt

Upon execution, it immediately copies itself to the folder “C:\Users\user\AppData\Roaming” with the name
of “svchost.exe”, the icon of Netflix, and popup the ransomware note, the ransomware note contains only the
attacker crypto-currency wallet and the telegram name (demands 25$ in bitcoins):

This PC Local Disk (C:) Users user » AppData Roaming

Name Date modified Type

B Adobe /23/2020 2:11 AM File folder
L dnSpy 8/9/2021 6:21 A File folder
[ Everything 3/1/2022 2:13 ANV File folder
l JetBrains 8/7/2021 8:25 A File folder
B Microsoft 8/12/2021 5:18 AM File folder
B Notepad++ /7/2021 8:40 AM File folder
l npm 3/7/2021 9:16 AM File folder
l npm-cache 8/7/20 File folder
l NuGet f2021 7:26 AM File folder
B Process Hacker 2 021 5:45 AN File folder
B sun /7/2021 8:27 AV File folder
B teams /12/2021 5:18 AV File folder
l Visual Studio Setup 8/7/2021 7:51 ANV File folder
B WinRAR /26/2021 2:43 AN File folder
I read_it.txt 6/14/2022 5:34 AM Text Document
svchost.exe 6/14/2022 4:37 AM Application

| read_it.txt - Notepad

File Edit Format View Help
hi my name is odaku
send me here 25% btc

wallet:
bclgr2vvldtzagpwbf2utk58c18xwSppm3mc7wulzr

send me screenshot here

telegram : @odaku

Then I will send you the key
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Orion Team

Observed since: May 2022

Ransomware encryption method: RSA + AES.
Ransomware extension: .kekpop
Ransomware note: not exist

Sample hash: 3560efa18b48f0e707f190c7f244be2a5080829d6710e8aeed4c7e8767314b808

Malicious Binary AALIC S ) LERT D - P———
kekpop.bat . 77

Win10EPO1 Auto-Remedlation: Autc-Remediation Applie

‘r.-. [ ] 144 2:52
Ty, t@. f ! ' Last Auto-Remediation Action
‘ . l win10ep01isam

o Detection Engine: Cynet AV
o Infected file: C:\Users\user\AppData\Local\Temp\IXP0O00.TMP\kekpop.bat
o Malware Type: trojan
o Malware ID: TR/PSW.Stealer.BK
version: W

o ydfversion: ~ "~ " """

=]

Investigate according to organization policy

of
C\Users\user\AppData\Local\Temp\IXPOOO.TMP\kekpop.bat

a
EA81248FDDBF3080018845BF7862B9CEBBAB942526C1ADCF20030F043C57AD99

File Alert LICIOUS Lo Incident View W= O E

Win10EPO1 Auto-Remediation: suro-femediatc

Last Auto-Remediation Action

* l win10ep01isam

o Volume Attributes: Boot

o ETW Alert Id: IOF - Ransomware Extension Found

o Description: T1486: This behavior may indicate an attempt to encrypt data on target
systems to interrupt availability t em and network resources. Advers
attempt to render stored data in e by encrypting files or data on
remote drives and withholding a decryption key. This may be done in order to
extract monetary compensation from a victim in exchange for decryption or a

Tactics: Impact
Techniques:
c\windows\system32\cmd.exe

FF79D3C4A0B7EB191783C323AB8363EBD1FD10BES8DBBCCI6B07067743CAB1DS

Kekpop ransomware renames the encrypted
files with .kekpop in the extension:

29153Shell_tr
anscript.RESE
ARCHWIN10.
s_2+XfDY.202
19069.kekpop

Once a computer’s files have been encrypted and renamed, it attempts to drop the ransomware note that is
supposed to be ReadMe.html but since it’s using Pastebin to download the note, Pastebin blocked the account
and it cannot be downloaded, which means, no encryption key or how to contact the attacker:

Upon execution, it immediately encrypts the endpoint using batch scripts:

Processes Services Network Disk

Name PID CPU 1/Ototal.. Privateb...
v |74 3560efal8b48f0e707f190.. 8744 1.78 MB
Vv BN cmd.exe 7512 9.7 MB
conhost.exe 5144 2.35MB

Vv BM cmd.exe 6224 2.38MB
conhost.exe 1464 2.32MB

v B cmd.exe 6236 2.07 MB
EX conhost.exe 1040 2.56 MB

v B® cmd.exe 8368 2.06 MB
EX conhost.exe 1612 2.54 MB

Vv BM cmd.exe 2876 2.07 MB
conhost.exe 8504 2.61 MB

v B® cmd.exe 8608 2.07 MB
B conhost.exe 7272 2.6 MB

Vv BM cmd.exe 8000 2.07 MB
EX conhost.exe 5944 2.6 MB

v ¥ cmd.exe 6344 2.08 MB
EX conhost.exe 4620 2.59 MB

v BN cmd.exe 2700 2.07 MB
conhost.exe 3852 2.59 MB

v BM cmd.exe 3012 2.07 MB
BEX conhost.exe 7188 2.59 MB

Vv ¥ cmd.exe 7432 2.07 MB
conhost.exe 4588 2.57 MB

v BN cmd.exe 1632 2.07 MB
B conhost.exe 1852 2.61 MB

Vv EX cmd.exe 5860 2.06 MB
BN conhost.exe 2004 2.61 MB

Vv BEM cmd.exe 1316 2.08 MB
conhost.exe 7316 2.59 MB

Vv B cmd.exe 6776 2.07 MB
conhost.exe 8292 2.63 MB

Vv BM cmd.exe 8464 2.07 MB
EX conhost.exe 9104 2.6 MB

Vv BEM cmd.exe 6632 2.06 MB
X conhost.exe 8920 2.55 MB

PU Usage: 3.58% Physical memory: 3.61 GB (30.05%) Processes: 178

B 15156thing-1.4.1.1009.x64860.kekpop28778.kekpop
. 15156PNSetup.exed4860.kekpop28778.kekpop
. 15156me Text Build 328778 .kekpop

B 15156.8.1.28778.kekpop

. 15156-net-win64860.kekpop28778.kekpop
. 15156r-x64860.kekpop28778.kekpop

. 15156yFiles.cfg4860.kekpopl8778.kekpop
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Orion Team

Observed since: May 2022

Ransomware encryption method: AES + RSA.
Ransomware extension: .japan

Ransomware note: how to decrypt.txt

Sample hash: 4089e7b0a0469bd5877c¢830f962f8243dc1311349271e45e9b15cd6d97e0a2ea

Malicious Binary y e E

Win10EPD1

‘L!.g 2 . , st Auto tion Action
‘ E . .: win1 | .

]

ay Ransomware\japan\4
C1311349271E45E9B15CD¢

Malicious Binary

Manually Ins...

clusers\userideskt 7b0: fg 43dc1311349271e45e9b15cd6d97e...

3DC1311349271E45E9B15CD6D97EDAZEA

Japan ransomware renames the S _
encrypted files with .japan in the . —Init__.py.Japan

extension: I absoft.py.japan
B compag.py.japan
I environment.py.japan

I fujitsu.py.japan

Once a computer’s files have been
encrypted and renamed, it drops a note
named how to decrypt.txt:

how to
decrypt.txt

Once executed the dropped file it copies the file to the folder “C:\Users\user\AppData\Roaming® and changes
the name to “svchost.exe” and it immediately encrypts the endpoint and drops the ransomware note. The
ransomware note is written in Viethamese:

| how to decrypt.tet - Motepad - O
File Edit Format View Help

Kin chao!!

Ching t&1 43 phit hign ra 18 héng bdo mit tai mdy chd cla ban.

V& khong. Tt ca dir 1igu cda ban dd dugc ching t61i md héa thanh céng dé bao mit ching.

Hiy yén tam, dir 1iéu cha ban vin cé thé mé lai dugc nhd mit m3 khda private key va phin mém m& khéa.

Ban cé 4 ngay dé cdé thé md khda lai dit 1idu cOa minh. Sau 4 ngady, m3 khdéa private key s& h&t han va ban s& khong thé m& khéa dugc ching. Vi vay hdy
nhanh chéng thuc hién.

Chang t8i chdp nhan thanh todn qua bitcoin wdi 2888 USD. Sau khi nhdn dugc bi&n lai nhdn BTC tir wvi, ching téi s& giri private va phan mém m& khéa dén
ban.

Cac ban c6 thé lién hé véi chdng téi qua thu dién ti: anonymous.pdf@protonmail.com

BTC Address: 344BLDilUgMbghS58yZnuTBR3ZYnVGnjjEtl

Amount: @.85 BTC

Ching t6i sé& chi dam bao dit lidu dugc gidi m3 ké tir 4 ngay va sau dé. S& khdng thé.

Ban khéng duwge tit mdy tinh, hodc miy tinh kh&i ddng lai, cap nhat, hodc ding cdc ph3n mém antivirus. NEu sir dung s& lam mit khéa dir 1idu va khéng thé
khéi phuc dugc nira.

After translating, the ransom note contains the attacker's BTC address and “guarantees” only for 4 days for the
decryption (demand 2000S in bitcoin):

Hil!

We have discovered a security hole at your server.

And not. All your data has been successfully encrypted by us to keep
them secure.

Rest assured, your data can still be reopened thanks to a private key
and unlocking software.

You have 4 days to be able to unlock your data again. After 4 days, the
private keys will expire and you will not be able to unlock them. So do
it quickly.

We accept payment via bitcoin for 2000 USD. After receiving the
receipt of BTC receipt from the wallet, we will send the private and
unlock software to you.

You can contact us by email: anonymous.pdf@protonmail.com
BTC Address: 344BLDiUgMbgh58yZnuTBR3ZYnVGnijjEt1
Amount: 0.05 BTC

We will only guarantee decrypted data from 4 days and beyond. Will
not be.

You must not shut down your computer, or restart it, update it, or use
antivirus software. If used, the data key will be lost and cannot be
recovered.

In the end, it also changes the background:
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Orion Team

Observed since: May 2022

Ransomware encryption method: AES + RSA
Ransomware extension: . 34r7hGr455
Ransomware note: Read ME (Decryptor).txt

Sample hash: 248cdaf6abdf84a90acbhalalae86a47644568f46aa893bc747c9cddfaf2613bb

File Alert . = 0 E

tion Action

ot tn
o Volume Attribut
o ETW Alert Id: IOF -

S can
ored data in. ible by encrypting files or data on local and
and withholding access to a decryption key. This may be done in order to
extract monetary compensation from a victim in exchange for decryption or a Q.-

pdata‘roaming\windows anti-malware servis

DAF6ABDFS. \CBA1A1AEBB6A47644568F46,

Ransomware
*mediation:

Last Auto-Remediation Action

o Signature Name: Memory Pattern - Ransomware - Fonix v6
Matched Memory Area Bounds : From - 000 - To Area Size - 1757184
> Matched Memory Area Info : Type - IMAGE, AllocationBase - 0x860000, AllocationProtect
tect - RWX
set [Add

e according to organization policy

rs\user\appdata‘\roaming\windows anti-malwa

\CBA1A1AEBEA47644568 747C9CDDFAF2613BB

FarthGrass ransomware renames the 35.jpg.34r7hGrd55
encrypted files with .34r7hGr455in
. 36.doc

the extension:
36.doc.34r7hGrd35
37.docx
37.docx.34r7hGrd55
38.xls

38.x1s.34r7hGrd55

Once a computer’s files have been
encrypted and renamed, it drops a note
as Read ME (Decryptor).txt:

Read ME
(Decryptor).t
xt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note
contains instructions and the attacker’s contact info:

| Read ME (Decryptor).txt - Notepad = C
File Edit Format View Help

WORLD GRASS

YOUR FILES ARE ENCRYPTED
#EarthGress

All your files have been encrypted due to a security problem with your PC.
If you want to restore them do this work,

1. Send 108% BTC On this Address ;-
Bitcoin Address = bclq@3ewBaSedlySk@9rkfdgkdwSgaSx23x5rluka2

2. After Sending The Funds Write us to the e-mail :-
Email Address = earthgrassl@protonmail.com
(With The Transection Screenshot And Transection Details And Your Computer Details.)

Attention

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, it may cause permanent data loss.

* Decryption of your files of the help of third parties may cause increased price(they add their fee to our) or you can become a victim of a scam.
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Orion Team

Observed since: May 2022

Ransomware encryption method: AES + RSA
Ransomware extension: .cryptbit
Ransomware note: CryptBIT-restore-files.txt

Sample hash: edf4a4444890ea957099f94822c9fa5b859ade205ea5a5d187cle6f0b8a6cb6d

Malicious Binary Incident View s B B
edfdadd.
Auto-Remediation:

Auto-Remediation Action

110ep0i\sam

o Detection Eng
o Infected file: C
n859ade205ea5a5d187c1eb

: ype: heuristic
o Malware ID: HEUR/AGEN.1250041

o ave version: 8

5]

Investigate according to organization policy

X

C:\Users\user\Desktop\May Ransomware\May Ransomware\CryptBIT\edf4a4444890ea95709%9f...

]
EDF4A4444890EASS 94822C9FASBE \5A5D187C1E6FOBBAGCBED

Malicious Binary Incident View M O E
Auto-Remediation:

Last Aut nediation Action

o Alert Origin: SSDEEP
o File Nam \users\user\appdata\roaming\svchost.exe

rxsfaniTOE+Ud/cYsAw:90N3j+ncYsAw

xsfaniTOE+Ud/cYsAw:90N3j+ncYsAw

2rs\useriappdatatroamingisvchos

B103FC649787EB1F6121DF8174D0F16AAACT36FBS3FSFO78D

CryptBIT ransomware . . .
renames the encrypted .| Administrative Tools.Ink.cryptbit

files with .cryptbit in the | | anonymous-cli-metrics.json.cryptbit
extension: __| Binary Ninja.Ink.cryptbit

.| Bluetooth File Transfer.LNK.cryptbit
.| Command Prompt.Ink.cryptbit

__| computer.Ink.cryptbit

Once a computer’s files have been
encrypted and renamed, it drops a note as
CryptBIT-restore-files.txt:

CryptBIT-rest
ore-files.txt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note
contains instructions and the attacker’s bitcoin wallet address:

File Edit Format View H
Hello!

All your files are encrypted and stolen by us.

All files are on our server.

To recover the files, transfer the value of EUR 400 in bitcoins to the address indicated below
Add information about your e-mail. The decryptor will be sent to it.

We guarantee that after paying the ransom, you will receive a decryption program for your files
We suggest that you do not use any decryption software other than those provided by us

as this may permanently destroy your files :p

m

Bitcoin wallet: bclgxs@186yad998ny/wgjznpzdgklawzkczfqya53

Have a nice day
CryptBIT ransomwere group

When the encryption ends, the ransomware also changes the wallpaper:

Crypt

All yourfiles are stolen and encrypted
for'more information see

that is located 1 every encrypted folder.
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