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Orion Team

Executive Summary
Orion is an integral department in Cynet's research team that works around the clock to track threat 

intelligence resources, analyze payloads, and automate labs to ensure that our customers are protected 

against the newest ransomware variants. In these monthly reports, Orion reviews the latest trends 

indentified in Bleeping Computer – the most up-to-date website that summarizes the newest ransomware 

variants – and shares how Cynet detects against these threats. 
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https://www.bleepingcomputer.com/
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Cynet 360 AutoXDRTM

VS
Ransomware 
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Acepy Ransomware
•     Observed since: March 2022

•     Ransomware encryption method: RSA + AES.

•     Ransomware extension: .acepy

•     Ransomware note: ACEPY_README.txt

•     Sample hash: 84BCC4AE912F0378CC5148799B33650FE358820B5F4AD8A33BDB4CEEE0D1EB1

Cynet 360 AutoXDRTM Detections:

Acepy Overview
Acepy ransomware renames the encrypted files with .acepy in the extension:

Once a computer’s files have been encrypted and renamed, it drops a note as ACEPY_README.txt.

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note 

contains the the attacker information and generic information about the encrypted files:
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Cynet 360 AutoXDRTM Detections:

Pandora Overview
Pandora ransomware renames the encrypted files with .pandora in the extension, Once a computer’s files have 

been encrypted and renamed, it drops a note as Restore_My_Files.txt.

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note 

contains warnings, information, and the attacker’s contact information (the ransomware couldn’t run in the 

labs properly due to the remediation):

Pandora Ransomware
•     Observed since: March 2022

•     Ransomware encryption method: RSA.

•     Ransomware extension: .pandora

•     Ransomware note: Restore_My_Files.txt

•     Sample hash: 2C940A35025DD3847F7C954A282F65E9C2312D2ADA28686F9D1DC73D1C500224
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Cynet 360 AutoXDRTM Detections:

LockBit Overview

LockBit ransomware renames the encrypted files with .lockbit in the extension, Once a computer’s files have 

been encrypted and renamed, it drops a note as Restore-My-Files.txt.

LockBit 2.0 Ransomware
•     Observed since: Mid 2021

•     Ransomware encryption method: AES + RSA.

•     Ransomware extension: .lockbit

•     Ransomware note: Restore-My-Files.txt

•     Sample hash: 9FEED0C7FA8C1D32390E1C168051267DF61F11B048EC62AA5B8E66F60E8083AF

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note 

contains contact information and warnings:
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Cynet 360 AutoXDRTM Detections:

BlackCat Overview
BlackCat ransomware renames the encrypted files with .yicrlka in the extension and once a computer’s files 

have been encrypted and renamed, it drops a note as RECOVER-[variant name]-FILES.txt.

Upon execution, it immediately encrypts the endpoint and drops the ransomware note. The ransomware note 

contains instructions and the attacker’s webpage address:

BlackCat Ransomware  
•     Observed since: Early 2022

•     Ransomware encryption method: AES + RSA

•     Ransomware extension: .yicrlka

•     Ransomware note: RECOVER-yicrlka-FILES.txt

•     Sample hash: 6DD995D896A9A593B2C48D09DA60BD83866D8577273F36D38788D83AD8173E68
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Thank you!

March, 2022
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