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Orion Team

As an integral department in Cynet's research team, Orion works around the clock to track threat
intelligence resources, analyze payloads, and automate labs to ensure that our customers are
protected against the newest ransomware variants. In these monthly reports, Orion reviews the latest
trends identified in Bleeping Computer — the most up-to-date website that summarizes the newest
ransomware variants — and shares how Cynet detects these threats.

The Week in Ransomware - January 27th 2023 - 'We hacked the
hackers'

For the most part, this week has been relatively quiet regarding ransomware attacks and researcher —
that is, until the FBI announced the disruption of the Hive ransomware operation.

LAWRENCE ABRAMS JANUARY 27, 2023 07:08 PM . 0

The Week in Ransomware - January 20th 2023 - Targeting Crypto
Exchanges

There has been quite a bit of ransomware news this week, with crypto exchanges being seized for
alleged money laundering and researchers providing fascinating reports on the behavior of
ransomware operators.

LAWRENCE ABRAMS JAMUARY 20, 2023 05:08 PM i]

The Week in Ransomware - January 13th 2023 - LockBit in the
spotlight

The LockBit ransomware operation has again taken center stage in the ransomware news, as we
learned yesterday they were behind the attack on Royal Mail.

LAWRENCE ABRAMS JANUARY 13, 2023 07:17 PM g o
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The Week in Ransomware - January 6th 2023 - Targeting Healthcare

This week saw a lot of ransomware news, ranging from new extortion tactics, to a ransomware gang
giving away a free decryptor after attacking a children’s hospital.

LAWRENCE ABRAMS JANUARY 06, 2023 07:51 PM | 1
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Orion Team

Observed since: Jan 2023

Ransomware encryption method: AES + RSA
Ransomware extension: .upsilOn
Ransomware note: Upsilon.txt

Sample hash: ee23f0addbae4b3c384d99c15adda491ed637df33348a090993a23867fabeeTc

Malicious Binary

Upsilon ransomware renames the encrypted files with “.upsilOn” in the extension:

| ] TextViewer.py.upsilOn
| | README txt.upsilOn

| | de_be.msg.upsilln

|| Switchboard.py.upsilin
| | StripViewer.py.upsilOn
| | README txt.upsilOn

| | README. tet.upsilOn

Once a computer’s files have been encrypted and renamed, Upsilon drops a note named “Upsilon.txt”:

Upsilon.txt

Upon execution, Upsilon immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's Bitcoin wallet address:

The ransomware also changes the desktop’s background:
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Orion Team

Observed since: Mid-2019

Ransomware encryption method: AES + RSA

Ransomware extension: .KoRyA

Ransomware note: HOW TO DECRYPT FILES.txt

Sample hash: b2447bb9ef759¢890d75e31eb07f0553065d74403f654c9757635b02f1b753be

Xorist Ransomware variant

Malicious Binary Incident View M T E
Auto-Remediation:

Last Auto-Remediation Action

Regearch

Detection Engine: Cynet AV -8 i

o |nfected file: C:\Users\user\Desktop\Jan 2023 ransomware\jan 2023 .
ransomware\KoRyA\b2447bb9ef/59c890d 75e31eb07f0553065d /4403f654c97576
35b02f1b753be

o Malware Type: trojan

o Malware ID: TR/Ransom.Xorist.E]

1 b2447bb%ef759cB90d...

0 ave version:

£

Investigate according (o organization policy

?

Ransomware i Incident Viewe M O E
Auto-Remediation:

Last Auto-Remediation Action

o Signature Name: Memory Pattern - Ransomware - Xorist v4

o Matched Memory Area Bounds : From - 0x400000 - To - O0x401000 - Area Size -

o Matched Memory Area Info : Type - IMAGE, AllocationBase - 0x400000,
AllocationProtect - WCX, Protect - R

o Pattern(1) Offset [Address]: 3081 [0x400c09]

o Pattern(1) Distance From Previous Pattern Start: 3081

o Pattern(1) Dump Captured From: 0 [0x400000] - To - 4096 [0x401000]

£

Investigate according to organization policy

c\users\user\desktophjan 2023 ransomware\jan 2023
ransomware\korya\b2447bb9ef759c890d75e31eb07f0553065d74403f654¢9757635b02f1b753be.¢

#]
B2447BBYEF/59CB90D/5E31EBO/FO553065D 74403F654C9757635B02F1B753BE

KoRyA ransomware renames the encrypted files with “.KoRyA” in the extension:

| | 47.docx.KoRyA
|| 46.doc.KoRyA
| | 45.jpg.KoRyA
|| 4dxl=x.KoRyA
|| 43xls.KoRyA

| | 42.docc.KoRyA

Once a computer’s files have been encrypted and renamed, KoRyA drops a note named “HOW TO DECRYPT
FILES.txt”:

HOW TO
DECRYPT

Upon execution, KoRyA immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's email address and
Bitcoin wallet:

ATTENTION!

Al1 your files h
And thedr decryp ) B8 bitcein

To start the deceyption process follow the steps below

wallet:

Step 1) Make Yo d @
be1q731m30rgvEhtad 2y B3 LOr g

Step 2) Contact me address: koryagtuta.io

With this Subject 8193880
After tha paymant has been confirmed,
vou will receive the decryptor and the keys for decryption!

) can buy it here very easily

If the payment is not made in ? days, I will
and therafore the keys generated for your P

1sider that you do not want to decrypt your files,
ba permanently.deleted
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Orion Team

Observed since: Mid-2021

Ransomware encryption method: AES-256

Ransomware extension: .bettercallsaul

Ransomware note: DECRYPT_MY_FILES.txt

Sample hash: 3268b1b9a1fa230859267defd9cb31al7e8bcadac4eefofd2df4520bf4e603a7

Malicksis Binary

[C T258L b HaR08ss.

Bettercallsaul ransomware renames the encrypted files with “bettercallsaul” in the extension:

| 47.docx.bettercallzaul
| 30.jpg.bettercallsaul
| 36.doc.bettercallsaul
| 41.doc.bettercallzaul
| 25,jpg.bettercallzaul
| 24.xlsx.bettercallzaul

Once a computer’s files have been encrypted and renamed, Bettercallsaul drops a note named “DECRYPT_
MY_FILES.txt”:

DECRYPT_MY
_FILES.txt

Upon execution, Bettercallsaul immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's email address:

File Edit Format View Help

Your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time. Nobody can recover your files without our
decryption service.

We puarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption tool.

Please follow the instructions:

1. Send $15 worth of Bitcoin to following address:
bclqB23gwalBdr/sef dwtxdzttyhimiBljpipgapzx

2. Send the transaction ID to walterwhite@onionmail.org

The decryption software will be sent to you within 48 hours.

The ransomware also changes the desktop background:

Your important files are enciypled,
If you see this text, then your files are no longer accessible, because they
have been encryp ) you are busy looking for a way 1o re
files, but don't waste your time. Nobody can recover your files without our
decryption service,

We guarantee that you can recover all your fil afely and eagily. All you
need 1o do Is submit the payment and purc the decryption tool.

Please follow the instructions:

1. Send $15 worth of Biteoin to following address:
bu1y823ywal0di 75 F3wlx22lly 50m383jp3yyapex

2. Send the transaction ID to walterwhite@onienmail.org

3. The decryption software will be sent to you within 48 hours.
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Orion Team

Observed since: Jan 2023

Ransomware encryption method: AES + RSA
Ransomware extension: .sickfile
Ransomware note: how_to_back_files.html

Sample hash: 1c2d5cccca58b469351980895c¢8a2080c8346de09c2flab7al23deb3d3e4a539

Malicious Binary ) Incidart View MO E
: Auto-Remediation:

Last Auto-Remediation Action

o Detection Engine: Cynet AV B

o Infected file: - :
C:\Users\user\AppData\Local\c2d5cccca58b469351980895¢8a2080c8346de09c2(1ab7a123de e
b3d3e4a539.exe

o Malware Type: heuristic

o Malware ID: HEUR/AGEN.1238858

o avewversion: _._ " """

=

Investigate according to organization policy

51980895C8A2080C8346DEOSC2F1AB7A123DEB3D3E4AS539

File Alert ) . ot i, Vieew M O E
Auto-Remediation:

Last Auto-Remediation Action

Research

> ETW Alert Id: IOF - Ransomware Note Found
> Description: T1486: This behavior may indicate an attempt to encryplt data on targel
systems to interrupt availability to system and network resources. Adversaries can
attempt to render stored data inaccessible by encrypting files or data on local and
remote drives and withholding access to a decryption key. This may be done in order
to extract monetary compensation from a victim in exchange for decryption or a
decryption key (ransomware) or to render data permanently inaccessible in cases L

Investigate according to organization policy

Tactics: Impact
Techniques:

c\users\user\desktop\jan 2023 ransomware\jan 2023
ransomware\sickfile\1c2d5cccca58b469351980895c8a2080c834bde0Yc2f1ab7al23deb3d3ed4a539.4

1C2D5CCCCASEBA69Y351980895C8A2080CE346 DEOICZFIAB/A123DEB3D3EAAS3Y

SickFile ransomware renames the encrypted files with “sickfile” in the extension:

| | 3cfbelbbabellbl 3e17c72fE3cc25bedbdefd68dbbT2e5d%aai 7T bad8f Ssickfile
|| £22fa31b850d07F2d92263249db0d7019715081 71 cH9d45d4e901 eec73.sickfile
| | 0d94357fd618d8ct2achT0T20530216961135b0d64936%bbfa5e0bfB%fasickfile
|| 4b320068be667cbB5ced241d5311571d9d4199a%3421 B0d60fEfdb341 eS.sickfile
|| 45a%edB633badf196c98020df2a9d80537balf189ebd39665effBealdifbsickfile

| | 7cabd382cbabl9683cdeTdBal e3dbcaalddleac? Sdal2eT6ff T464a315c Lsickfile
|| 9f3e6196cdaff975b74ddaab924ab2416c4B679ed3bbd1 elBbec Be347hd.sickfile

Once a computer’s files have been encrypted and renamed, SickFile drops a note named “how_to_back_
files.html”:

how _to_back
_files.html

Upon execution, SickFile immediately encrypts the endpoint and drops the ransomware note.
The ransomware note contains general information, warnings, and the attacker's email address:

YOUR PERSONAL ID:

T VOLE COMPANY NETWORK HAS EFES FENETRATED
Al yisur bampeirtand fibve bave bosm smcryphd!

Comta ws Sor pebcn wad ot docry v softwars.

IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.
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Thank youl!
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