&:cynet

Orion Team
Monthly Ransomware Activity

Written by: Maor Huli

December, 2022




Orion Team

(=T LT LT I e T f = 0TS 5
] 72O 6
LUCKITE ..o eee e eee e eeee e seeee e seee e e e s e e e e s s 7
HAEPABIT 200 .......ooooooooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesseeseessesessssssssesseesessesssesee s s s ssssemereeseesessssseseeeseseesessesssessssessssessssssssrrere 8

C. Cynet ©ALL RIGHTS RESERVED TO CYNET 2022 WWW.CYNET.COM Monthly Ransomware Activity - December 2022 2



Orion Team

As an integral department in Cynet's research team, Orion works around the clock to track threat
intelligence resources, analyze payloads, and automate labs to ensure that our customers are
protected against the newest ransomware variants. In these monthly reports, Orion reviews the latest
trends identified in Bleeping Computer — the most up-to-date website that summarizes the newest
ransomware variants — and shares how Cynet detects these threats.

The Week in Ransomware - December 23rd 2022 - Targeting Microsoft
Exchange

Reports this weelk illustrate how threat actors consider Microsoft Exchange as a prime target for
gaining initial access to corporate networks to steal data and deploy ransomware.

LAWRENCE ABRAMS DECEMBER 23, 2022 03:51 PM _ N

The Week in Ransomware - December 16th 2022 - Losing Trust

Today's Week in Ransomware brings you the latest news and stories about the cyberattacks, new
tactics, and reports related to ransomware operations.

LAWRENCE ABRAMS DECEMBER 16, 2022 05:59 PM .y 0

The Week in Ransomware - December 9th 2022 - Wide Impact

This week has been filled with research reports and news of significant attacks having a wide impact
an many organizations.

LAWRENCE ABRAMS DECEMBER 09, 2022 07:02 PM Bo

The Week in Ransomware - December 2nd 2022 - Disrupting Health
Care

This week’s big news was the Colombia health system being severely disrupted by a ransomware
attack on Keralty, one of the country’s largest healthcare providers.

LAWRENCE ABRAMS DECEMBER 02, 2022 05:51 PM ¥ 0
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Orion Team

Observed since: late 2019

Ransomware encryption method: AES + RSA
Ransomware extension: .cipher

Ransomware note: I-Recovery_instructions-!.html

Sample hash: 8c0cc36cba7d54c1c225¢95ef0a05f95ed317ffdb17e952e452e6555a719a927

Malicious Binary - Incidert View M- O E

Auto-Remediation:

%y . o L 'L Last Auto-Remediation Action

Fala 1
t
Research

o Detection Engine: Cynet AV

> Infected file: C:\Users\user\Desktop\Dec Ransomware\Dec Ransomware\Medusa
Locker\BcOcc36cba7d54c1c225c95ef0a05f95ed317ffdb17e952e452e6555a719a927

© Malware Type: heuristic

o Malware|D: "~ "= 77 T

ave version: ... ..._

o avpack version: Z.2.2.7C

3

Investigate according to organization policy

C:\Users\user\Desktop\Dec Ransomware\Dec Ransomware\Medusa Locker\8c0Occ36cba7d54c1c225¢95ef0a05f95ed317ffdb17e952e452e6555a

8COCC36CBA7D54CT1C225C95EFOAOSFO5ED317FFDB17E952E452E6555A719A927

Ransomware Learil Incident View M~ 0O E
Auto-Remediation:

Last Auto-Remediation Action

o ETW Alert Id: Ransomware Heuristic

o Configuration Date (UTC): 2022-12-31 19:00:31

o Whitelist Configuration Date (UTC): 2022-12-29 12:58:17

> Detect PID of Ransomware: 8728

> Behavior Rule: 10 Decoy Files Renamed

> Description: 0

> Rename: \device\harddiskvolume2\! cynet ransom protection(don't delete)\19.xIsx.cipher,\device\harddiskvolume2\! cynet ransom

5]

Investigate according to organization policy

c:\users\user\desktop\dec ransomware\dec ransomware\medusa locker\8c0cc36cba7d54c1c225c95ef0a05f95ed317ffdb17e952e452e6555a71!

8COCC36CBA7D54CT1C225C95EFOAOSFI5ED31 7FFDB17E952E452E6555A719A927

Medusa Locker ransomware renames the encrypted files with “.cipher” in the extension:

| _init__.py.cipher
| regs.pyc.cipher
_| regs.py.cipher
| emu.pyc.cipher

_ | emu.py.cipher
| disasm.pyc.cipher

| disasm.py.cipher

Once a computer’s files have been encrypted and renamed, Medusa Locker drops a note named
“I-Recovery_instructions-!.html”:

ry_ln
structions-1.h
tml

tn and then encrypted all the data

personnel, sccounting documents, and other crucial files thal are

o5 without our help, wasting

tus at our additicnal
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Orion Team

Observed since: Dec 2022

Ransomware encryption method: AES + RSA
Ransomware extension: .OBZ

Ransomware note: ReadMe.txt

Sample hash: 4cbd48893182071bbb208d732369b8ca73fb9fb027ef63b20a9bc6768aba3521

File Alert L Incident View
4chd488931820 ‘
Auto-Remediation:
10:54
Last Auto-Remediation Action

10:54

> ETW Alert Id: IOF - Ransomware Activity Detected - Decoy Files - Unsigned Processes

> Description: T1486: This behavior may indicate an attempt to encrypt data on target systems to interrupt availability to system
and network resources. Adversaries can attempt to render stored data inaccessible by encrypting files or data on local and
remote drives and withholding access to a decryption key. This may be done in order to extract monetary compensation from a
victim in exchange for decryption or a decryption key (ransomware) or to render data permanently inaccessible in cases where
the key is not saved or transmitted

> Process PID : 4992

Tactics: Impact
Technigues:

c:\users\user\desktop\dec ransomware\dec ransomware\obz\4cbd48893182071bbb208d732369b8ca73fb9fb027ef63b20a9bc6768aba3s...

4CBD48893182071BBB208D732369B8CA73FBOFB027EF63B20A9BC6768ABA3521

Ransomware
Acbd

Research

o ETW Alert Id: Ransomware Heuristic

o Configuration Date (UTC): 2022-12-31 19:00:31

o Whitelist Configuration Date (UTC): 2022-12-29 12:58:17

> Detect PID of Ransomware: 4992

> Behavior Rule: 7 Data Files Extensions Have Changed (Rename)

o Description: 0

o Rename Familiar Previous Extension: c:\! cynet ransom protection(don't delete)\19.xlsx.obz,c:\! cynet ransom protection(don't

B

Investigate according to organization policy

c\users\user\desktop\dec ransomware\dec ransomware\obz\4cbd48893182071bbb208d732369b8ca73fb9fb027ef63b20a9bc6768aba3s...

4CBD48893182071BBB208D732369B8CA73FBIFB027EF63B20A9BC6768ABA3521

OBZ ransomware renames the encrypted files with “.OBZ” in the extension:

| filter_chains.vbs.OBZ
| csv_stats.wbs.0BZ
| virustotal.dIl.OBZ

| scrdec12.exe.OBZ
| scivb2.0cx. OBZ

| Scilexer.dll.OBZ

Once acomputer’s files have been encrypted and renamed, the ransomware drops a note named “ReadMe.
txt”:

ReadMe.txt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's link to TOR:

4
File Edit Format View Help
Attention!

All your files, documents, photos, databases and other important files are encrypted

The only method of recovering files is to purchase an unique decryptor. Only we can give you this decryptor and only we can recover your files.

The server with your decryptor is in a closed network TOR. You can get there by the following ways:

1. Download Tor browser - https://www.torproject.org/

2. Install Tor browser

3. Open Tor Browser

4. Open link in TOR browser: http: //obzuqvr5424kkcdunbg2p2i67ny3zngce3dthdr37nicjqesgqegomfqd. onion/?181IBCEGHIK
5. and open ticket

Alternate communication channel here: https://yip.su/2QstD5

C. Cynet ©ALL RIGHTS RESERVED TO CYNET 2022 WWW.CYNET.COM Monthly Ransomware Activity - December 2022 6



Orion Team

Observed since: June 2021

Ransomware encryption method: AES + RSA
Ransomware extension: .lucknite
Ransomware note: README.txt

Sample hash: 0f36909d803b00afa7ec5c925651bbf9980f64318d55e9f4db7994aald2al1815

File Alert
Auto-Remediation:

Last Auto-Remediation Action

> ETW Alert Id: CyAlert Heuristic Activity - Masquerading Invalid Critical
System File Path
> Description: T1036.005: This behavior may indicate that an attempt was
made to match or approximate the name or location of legitimate files
when naming or placing their files. This is done for the sake of evading
defenses and abservation. This may be done by placing an executable in
a commonly trusted directory or giving it the name of a legitimate, 5]

Investigate according to organization policy

Li]
Tactics: Defense Evasion

. =
Techniques:

c:\users\user\appdata\roaming\svchost.exe
B103FC649787EB1F6121DF8174D0F16AAACT36FB53FSF078D312871189285956 ~ v

File Alert Incident View

Auto-Reme

Last Auto-Remediation Action

o ETW Alert Id: |OF - Ransomware Activity Detected - Decoy Files - Unsigned
Processes
o Description: T1486: This behavior may indicate an attempt to encrypt
data on target systems to interrupt availability to system and network
resources. Adversaries can attempt to render stored data inaccessible by
encrypting files or data on local and remote drives and withholding
access to a decryption key. This may be done in order to extract B
Investigate according to organization policy
Li]
Tactics: Impact
Techniques:

c:\users\user\appdata\roaming\svchost.exe

0F36909D803BO0AFA7EC5C925651BBF9980F64318D55E9FADB7994AA1D2A1815" v

Lucknite ransomware renames the encrypted files with “.lucknite” in the extension:

| | T.docx lucknite
| | B.doclucknite
| | 30.jpg.lucknite
| | 5jpg.ucknite

|| 49.xlsx lucknite
| | 4B.xlslucknite

Once a computer’s files have been encrypted and renamed, Lucknite drops a note named “README.txt”:

README.txt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's wallet number (no
decryption guaranteed):

)

File Edit Format View Help

All of your files have been encrypted by Lucknite ransomware.

Your computer was infected with a ransomware virus. Your files hawve been encrypted and you won't

be able to decrypt them without our help. What can I do to get my files back? You can buy our special
decryption software, this software will allow you to recover all of your data and remove the
ransomware from your computer.The price for the software is $58. Payment can be made in Ethereum only.
How do I pay, where do I get Ethereum?

Purchasing Ethereum varies from country to country, you are best advised to do a quick google search
yourself to find out how to buy Ethereum.

Payment informationAmount: @,839 ETH
Ethereum Address: ©x3b8d2E1Ba3B67e9bbaflD6TBABDAZ21BaE68169A
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Orion Team

Observed since: Dec 2022

Ransomware encryption method: AES + RSA
Ransomware extension: .hardbit2

Ransomware note: How To Restore Your Files.txt

Sample hash: a0138b24593483f50ae7656985b6d6¢fe77f7676ba374026199ad49ad26f2992

Malicious Binary = Incidert View

Auto-Remediation:

5 : Last Auto-Remediation Action
. Ul 1217

win10ep01\sam

o Detection Engine: Cynet AV

o |nfected file: C:\Users\user\Desktop\Dec Ransomware\Dec
Ransomware\HardBIT\a0138b24593483f50ae7656985b6d6cfe77f7676ba374026199ad49ad26f2992

o Malware Type: trojan

o Malware ID: ™™ |

© AVE VErSION: v.crwa. s e

© avpack version: ......

5|

Investigate according to organization policy

C:\Users\user\Desktop\Dec Ransomware\Dec Ransomware\HardBIT\a0138b24593483f50ae7656985b6d6cfe77f7676ba37402619%ad49ad?2...

A0138B24593483F50AE7656985B6D6CFE77F7676BA374026199AD4SAD26F2992

File Alert ALICIC . i L Incidert View M~ O E
Auto-Remediation:

Last Autn-Remediation Action

o ETW Alert Id: IOF - Ransomware Activity Detected - Decoy Files - Unsigned
Processes

o Description: T1486: This behavior may indicate an attempt to encrypt
data on target systems to interrupt availability to system and network
resources. Adversaries can attempt to render stored data inaccessible by
encrypting files or data on local and remote drives and withholding

access to a decryption key. This may be done in order to extract g
Investigate according to organization policy

n
Tactics: Impact

: =
Technigues:

c:\users\user\appdata\roaming\svchost.exe

i}
0F36909D803BO0AFA7EC5C925651BBF9980F64318DS5E9FADB7994AA1D2A1815 v

HardBIT ransomware renames the encrypted files with “.hardbit2” in the extension:

2 3p3424c6f2.[id-1FEBFBFFO00406F1, 1FEBFEFFOD00DEF1].[godgood33@tutancta.com].hardbit2
2 tfvh33j68v.[id- 1FABFBFFOD0406F1, 1F3BFBFFO0D006F1].[godgood55@tutanota.com].hardbit2
B2 uiwk247nd0.[id- 1F3BFEFFO00406F1, 1FBBFEFFOD0006F1].[godgood55@tutancta.com].hardbit2
B2 vc1057i2pg.[id-1FSBFBFFO00406F 1, 1TF8BFBFFOD0006F1].[godgood35@tutancta.com].hardbit2
2 j13c330cI0.[id-1F3BFBFFOD0406F1, 1FSBFBFFO0D00EF1].[godgood55@tutancota.com].hardbit2
B2 7iifo3715a.[id- 1F8BFEFFO00406F1, 1FSBFEFFO00006F1].[godgoodS5@tutanota.com].hardbit2

Once a computer’s files have been encrypted and renamed, HardBIT drops a note named “How To Restore
Your Files.txt”:

How To
Restore Your
Files.txt

Upon execution, it immediately encrypts the endpoint and drops the ransomware note.

The ransomware note contains general information, warnings, and the attacker's email address:

|13 HARDATT RANSDMAARE ]! 1)

whal happened
ALL your H1les nave besn stolen aad then snceypted. Bt dont warey, everything is sefe and Will ba setuened To you.

lew cen I oget my Files bock?
Wi hawe Lopay us Lo pel Lhe Files bwk. We dun's have Derk ueopayoel seeounls, you only feve Lo pey e vis Bilooin,

dow can I buy bitcoins?
i

iy BITreins from all reputable sites 1n The woeld and cend Thew to us. TusT Search bow ta buy Bitroins an the interaet. Dur sugpestion 15 Thase cites.
fwaw binzace.confande >3nTtps:/fwww_codnbaza. confee pahttpsi/localbitoedns . comes rtEIs: e bybit.confan US/ee

What 13 your guarantes to restare Hlesd

Its just 2 business. Mz absclutely do not care about you ard your deals, except getting benefits. If we do not do cur work and lisbilities - nobedy will cocperate with us. Its not in our interests.
Te check the sndlity of eatuendng #1065, yoio ran send to us any 7 Filec with STHFIF extencioncdpg, 15,0, #fr... nat datahasesl) anid Tow sTres{ma 1 ok, we wi11 dereypt them and send back ta yai.
That iz our guarantee.

dew Te contact with you?
O cantart us by enallegadEandSRETUTANGTA . cance oo 33alaegndSSREGayTmal Tpre. oo

Aum will Lhe payrel process b sfles paymenl?
Abter payrent, we will send you the decryption toal along wIth £he guide and we will be with you until the last #ile 15 decrypted.

What happeas TF T dan’t pay you?

If you don't pay us, you w: er have access to your bacouze the private key is only in our hards. Thiz transaction iz not important to us,

bul QL ds Gaporiant Lo gou, beessse mal only e yoe ol coes Lo yuer Files, bul you alse lose Line, dnl Ui more Line pesses, the pore you will lose sl
1+ yau do nat pay the ransam, we will attack your coupany again in the futura.

WhaT ace your eeccasendations?
Naver change the nzm the files, iF you wont te mondpulate the files, moke sure you make 3 backup of thew. If there is a problem with the Filas, we arc not respansidle for it.
= Heyer sk wilh intersedisry conpanivs, becsuse they charge more morey from you, Toe ecsaple, 05 we ek you for 50,808 dollsrs, Uhey will ell you 35,008 dollsrs, Dun’l be afreld of us, Jusl call ws,
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Thank youl!
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